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Abstract: Differential privacy is a mathematically
rigorous definition of privacy tailored to statistical
analysis of large datasets. Differentially private
systems simultaneously provide useful statistics to
the well-intentioned data analyst and strong
protection against arbitrarily powerful adversarial
system users—without needing to distinguish
between the two. Differentially private systems
"don't care" what the adversary knows, now or in
the future. Finally, differentially private systems
can rigorously bound and control the cumulative
privacy loss that accrues over many interactions
with the confidential data. These unique
properties, together with the abundance of
commercial data sources and the surprising ease
with which they can be deployed by a privacy
adversary, led the US Census Bureau to adopt
differential privacy as the disclosure avoidance
methodology of the 2020 decennial census. The
technology is also widely deployed in industry.




