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Abstract: Public key cryptosystems (PKC) are a critical part of the foundation of
modern communication systems. Shor's algorithm shows that the existing PKC

like Diffie-Hellmann key exchange, RSA and ECC can be broken by a quantum
computer. To prepare for the coming age of quantum computing, we need to build
new PKCs that can resist quantum computer attacks. We will give a brief introduction
to post-quantum cryptography and present a practical and provably secure
(authenticated) key exchange protocol based on the learning with errors problems.
We will explain that LWE-based key exchanges are variants of this fundamental design
and explain how to use the signal function invented for KE for authentication
schemes. Then we will discuss key reuse attacks on those key exchanges.
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